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Key findings: 
• The threat of terrorism persists outside of  

well-protected sites in major urban areas.  
As such, more attention should be given to 
potentially less secure sites in suburban areas.

• As noted by Counter Terrorism Policing in 
April 20211, the easing of lockdown measures 
could provide a greater opportunity for terrorists to 
operate, potentially leading to a surge in attacks, 
exacerbated by increased radicalisation during  
the pandemic. 

• Public transport nodes will be some of the 
first crowded places to return and represent 
easy to access targets for terrorist actors using 
low complexity methodologies, making them a 
possible target for future attacks. 

• A terrorist attack against public transport 
infrastructure can have short-term negative 
impacts of local economies and public confidence. 
These negative effects would be particularly 
damaging as the economy begins to recover  
post-COVID.

• The Protect Duty consultation may lead to 
greater responsibilities being placed on owners 
and operators and those businesses that operate 
around transport hubs, requiring them to do more 
to understand and mitigate the threat of terrorism 
to their operations and businesses.

• The threat to the sector mainly stems from 
Islamist actors, although violent dissident 
republicans and elements of the far-left have 
shown some intent to target public transport 
infrastructure. 

• Terrorists will continue to mostly utilise low 
sophistication methodologies, such as bladed 
weapons, in attacks on public transport, because 
they are quick to plan, easy to execute and hard  
to prevent. 

• More sophisticated methodologies, such as 
bombings, cannot be ruled out for terrorists 
seeking to cause mass casualties. 

• Terrorist attacks on public transport can have 
wider ranging effects than just property damage 
and business interruption.  An attack can lower 
public confidence in using public transportation 
immediately following an event and this can have 
economic impacts beyond the sector. 

• Resilience against terrorism within the sector  
varies greatly. Major train stations in urban areas 
are better secured against suburban or rural areas. 
All but the largest bus stations are generally less 
well secured. 

1 https://counterterrorbusiness.com/news/13042021/ctp-urge-vigilance-lockdown-eases

Pool Re SOLUTIONS

Executive summary
As one of a series of focused sector 
risk reports, Pool Re SOLUTIONS, 
has examined the evolving threat 
to the Public Transport sector from 
terrorism. This report will be of 
particular interest to operators and 
responsible persons who manage or 
operate in the public transport sector 
including risk managers, security 
personnel and those organisations 
and advisors to them. 
The Pool Re SOLUTIONS Risk 
Consulting team has prepared this 
report through open-source analysis 
paired with our in-house actuarial 
data and confidential interviews 
with leading experts in the public 
transport sector. 



Purpose
As the COVID-19 vaccination programme nears 
completion and the Government progresses along 
the roadmap to relaxing restrictions, public transport 
will again feature prominently in day-to-day life.  
The pandemic and related ‘lockdowns’ will have 
long-term security ramifications (see Andrew Silke 
paper COVID–19 and terrorism: assessing the short-
and long-term impacts here). Terrorist actors who 
have been unable to conduct mass-casualty attacks 
during lockdowns may execute these plans once 
restrictions lift. At the same time, funding for counter-
terrorism activity both in the Government and private 
sector may be reduced significantly in response to 
the economic pressures caused by the pandemic. 
This may impact the long-term ability of the 
Government to detect and disrupt multiple terrorist 
plots concurrently.

In the short-term, there is significant concern in 
counter-terrorism circles that the UK may see a spike 
in terrorist activity as 1) attack plans delayed due to 
pandemic-related restrictions are executed as those 
restrictions are lifted, and 2) individuals radicalised 
during the pandemic seek to carry out attacks on the 
resumption of ‘normal life’ and the re-emergence of 
crowded spaces. 

This report underlines the significant threat the 
transport sector faces of an attack from actors 
across the threat spectrum who may utilise a range 
of methodologies. The Pool Re SOLUTIONS Risk 
Consulting team has prepared this report for the 
owners and operators of businesses in the public 
transport sector, as well as their risk managers and 
risk finance advisors, to help them better understand 
the threat and effectively mitigate against it.
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Definition
For the purposes of this report, ‘public transport’ is 
defined as groups of travel systems available for use 
by the general public for travel, typically managed on 
a schedule and operated on established routes. This 
includes trains, trams, buses, light rail services, and 
their attendant infrastructure (stations, railway lines, 
signal and control systems etc.) This report generally 
focuses on train networks and transport systems in 
major urban areas, as these are considered to be at 
greater risk of being targeted by terrorist actors. 

Commercial aviation is considered a distinct sector 
and is excluded from the scope of this report 
(although there is some intersection, with public 
transport networks servicing airports). Ports and 
maritime traffic are also outside the scope of this 
report. We have also excluded taxis and private hire 
cars from the scope of this report.  
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Context
Public transport has long been a favoured target of 
terrorists across the world for a variety of reasons. 
Public transport networks present the opportunity to 
strike simultaneously at the general population and 
critical national infrastructure. Furthermore, attacks 
can generate significant public anxiety, undermine 
confidence  in the ability of government to provide 
security, and cause widespread economic and 
societal disruption. This is of particular importance in 
the current situation where transport will be integral 
to the post-COVID economic recovery. 

Various threat groups worldwide have incorporated 
attacks against public transport networks as part of 
their strategies. Most notably global Islamist group 
Al-Qaeda targeted the public transport systems of 
Madrid and London in 2004 and 2005 respectively, in 
what remain the most severe terrorist attacks in both 
countries since 2000. During the group’s mainland 
campaign, the Irish Republican Army targeted major 
railway stations with explosive devices. Further afield, 
the Aum Shinrikyo doomsday cult released sarin gas 
on the Tokyo subway system in 1995, leading to 
several deaths and thousands of injuries. The intent 
to target public transport infrastructure is ongoing. 
For most threat actors however, there has been a 
shift towards using more rudimentary methodologies 
in attacks against the sector. This is probably a result 
of low complexity attacks being easier for terrorists 

Source: Global Terrorism Database, START, University of Maryland
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Mass casualty attacks affecting the public transport in Advanced Market countries overwhelmingly target trains rather 
than buses and bombs have been the primary methodology in the majority of mass casualty incidents since 1990.

Context

2 The Swiss Re category of “Advanced Markets” was applied to the GTD to create a set of events which took place in countries with advanced insurance protection. 
Swiss Re’s definition of Advanced Markets is based on insurance density and penetration rates (as a percentage of GDP). Within this grouping, Israel and Northern 
Ireland were excluded, leaving a total of 29 countries: Australia, Austria, Belgium, Canada, Cyprus, Denmark, Finland, France, Germany, Greece, Hong Kong, Iceland, 
Ireland, Italy, Japan, Luxembourg, Malta, Netherlands, Norway, New Zealand, Portugal Singapore, South Korea, Spain, Sweden, Switzerland, Taiwan, the United 
Kingdom (excl. Northern Ireland), and the United States.

Source: Global Terrorism Database
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to conduct undetected when compared with more 
sophisticated methodologies such as explosives.

Of the mass casualty attacks (attacks where more 
than three people are killed and ten are wounded) 
that have taken place in Advanced Market2 countries 
between 1990 and 2019, transportation infrastructure 
was the third most frequently targeted, highlighting 
the propensity of terrorists to target the sector. 

In the UK, public transport has been targeted by 
a range of threat actors. From the 1970s, this was 
almost exclusively by Violent Dissident Republican 
(VDR) groups such as the IRA, who targeted mainline 
train stations in urban conurbations such as London, 
although the group occasionally targeted train tracks 
as well.3, 4, 5 Following the Good Friday Agreement, 
VDR activity in the mainland decreased in tempo, 
and from the 2000s was replaced by attacks by 
Islamist extremists. Islamist extremists have shown 
the intent to target the public transport network, with 
successful attacks in London in 2005 and 2017 as 
well as several disrupted attacks since 2005. 

Below are several case studies of recent terrorist 
attacks against public transport networks. These 
are intended to provide historical context, illustrate 
the range of methodologies employed by terrorists 
against public transport targets, and demonstrate  
the variety and extent of potential impacts of  
such attacks. 

3 https://www.heraldscotland.com/news/12714352.ira-bomb-strike-paralyses-
main-railway-network-setback-for-peace-talks-after-weekend-of-terrorist-
outrage/

4 https://www.independent.co.uk/news/uk/ira-bomb-on-railway-line-in-
surrey-1467462.html

5 https://apnews.com/article/8e137c10a49d34070d7aa286233617b3
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Case studies This page is 
interactive
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Terrorist intent and capability 
Intent
As established, public transport systems represent an attractive target for terrorists for a range of reasons. The precise motive for targeting public transport will, however, vary depending on threat actor.  
These are elaborated on below:
‘Martyrdom’ operations
Typically conducted by self-radicalised individuals, 
acting alone or in small groups, with relatively limited 
tradecraft. These attacks are frequently opportunistic, 
involve little planning, and are rarely conducted in 
furtherance of clear political objectives. Their aim 
is typically to kill or injure members of the public at 
random in order to generate media coverage, social 
anxiety and acclaim from extremist networks. Actors 
involved often seek ‘death-by-cop’ and hope/expect 
to be killed (achieve ‘martyrdom’) in the course of the 
attack. Such attacks will often, but not exclusively, 
employ low-complexity methodologies. 

Public transport systems are likely to be targeted in 
this type of attack as: a) large numbers of people are 
likely to be present in a confined space, b) the focus 
on an essential public service, is likely to have greater 
media traction than those conducted in obscure or 
private locations, c) the attacker may have already 
had some familiarity with the location, meaning it 
has greater salience in the attacker’s mind relative to 
other crowded places. This also reduces the need for 
pre-attack reconnaissance. 

Targets: stations, bus stops, buses, trains etc. 
(everything but infrastructure and empty vehicles)

Disruptive attacks 
Disruptive attacks most likely to be carried by out 
Violent Dissident Republicans in Great Britain, who 
wish to avoid alienating the public and supporters 
through indiscriminate mass casualty attacks. There 
is also the potential for left-wing extremists to also 
engage in this type of attack. This would likely involve 
directly targeting public transport infrastructure 
such as railway lines, signals, or control systems 
through the delivery or placement of IEDs with the 
intent that they be discovered resulting in closures 
and evacuations to cause widespread disruption to 
service operations, with all the attendant economic 
disruption.

Public transport systems are likely to be targeted 
in this type of attack as: a) public transport 
infrastructure is an important part of the economic 
infrastructure of major urban centres, and closure to 
the London Underground, for example, can cost the 
economy up to £2m an hour7, b) they are relied upon 
by millions of people across the country. 

Targets: stations, trains, control infrastructure 
including. Railways, signals, operational technology 
etc. buses and regional stations less likely due to 
lower impact of disruption 

‘Spectacular’ attacks 
These would typically be conducted by a group of 
fairly sophisticated individuals, intent on causing 
mass casualties to inspire terror amongst the general 
population, undermine faith in the authorities’ 
ability to provide safety and security, to cause 
significant material damage to the public transport 
infrastructure, and cause widespread economic 
and social disruptions. The methodology would be 
sophisticated, such as a series of bombings, and 
involve a significant amount of planning on the part of 
the attackers. A high level of reconnaissance would 
likely be required prior to the attack. The attack may 
be conducted as part of a wider political messaging. 

Public transport systems are likely to be targeted 
in this type of attack as: a) public transport 
infrastructure offers the opportunity to cause 
mass casualties, as commuters are confined to 
a small space, b) as an essential service, there is 
likely to be more media coverage, furthering the 
group’s message and ideology, c) and pre-attack 
reconnaissance is simpler to do, as these are publicly 
accessible spaces. 

7 Based on our interviews with experts within the public transport sector.

Attacks by target subtype in Avanced 
Market Countries from 1990-2019

Source: Global Terrorism Database, START, University of Maryland
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Capability
As with terrorist intent, the capabilities of different 
threat actors vary considerably, from highly 
sophisticated cross-border networks with links 
to organised crime, to low functioning individuals 
with no experience and little tradecraft. The 
methodologies these actors are likely to employ in 
attacks against public transport will depend on their 
objectives, risk appetite and level of tradecraft. The 
most likely methodologies to be used in attacks 
against public transport systems are expanded on 
below:
Bladed weapon attacks
Bladed weapons are highly likely8 to be used by 
terrorist groups in attacks against public transport 
infrastructure. Such attacks can happen anywhere 
on the public transport network but will most likely 
take place at major mainline stations or other areas 
where crowds gather. Such attacks require very 
little prior planning or preparation and, as such, pre-
attack reconnaissance may not be necessary in the 
execution of such an attack.

Such an attack would result in relatively few 
casualties before the attacker would be stopped 
by passengers or the authorities. There would likely 
be very little property damage or none at all. The 
disruption to surrounding business and station 
operations would likely be minimised, as the area the 
attacker is able to cover is likely to be small. 

Vehicle as a weapon attack
Vehicular impact attacks are likely to be carried 
out by terrorist groups against the public transport 
infrastructure. Attacks would likely target civilians 
outside of train stations or at bus stops, as hostile 
vehicle mitigation measures at larger stations 
prevent vehicles from driving onto forecourts, where 
people gather in large groups. Such attacks would 
require minimal prior planning, with pre-attack 
reconnaissance not being necessary. 

Vehicular impact attacks may result in a fairly 
significant number of casualties, depending on the 
type of vehicle used. There could be low-to-moderate 
amounts of damage to the station infrastructure, and 
there is scope for a greater amount of disruption to 
business as the area the attacker is able to cover in a 
vehicle is greater than if they were on foot. 
Mass casualty person borne improvised 
explosive devices
Person borne improvised explosive devices  
(PBIED) are a realistic possibility that terrorists  
may use in attacks against public transport 
infrastructure. Attacks would likely target commuters 
either on trains or buses or at transport hubs. Such 
attacks would require a high level of planning, access 
to explosives or precursor materials and a degree 
of sophistication by the perpetrator; they would 
probably require reconnaissance at the intended 
target site by the attackers. 

PBIED attacks may result in a significant number 
of casualties, depending on the power and 
sophistication of the device. Such an attack may 
also result in extensive property damage to station 
infrastructure or rolling stock and, potentially, 
significant interruption to business and operations.
Sabotage 
Sabotage tactics, including damaging station 
infrastructure, rolling stock and trainlines, is 
assessed to be a realistic possibility used by terrorist 
actors. Attacks would most likely target the critical 
infrastructure that allows for train travel, such as 
signals or tracks. Attacks may be intended to 
cause fatalities or only disruptive consequences. 
Such attacks may require a high level of planning 
and would almost certainly require pre-attack 
reconnaissance by the attackers.

The consequences of such an attack can be wide 
ranging. In extreme circumstances, a terrorist may 
be able to derail a train that collides with another 
oncoming train, potentially killing a great number 
of people and causing damage to the train itself, 
as well as tracks. Some terrorist groups, such as 
Al-Qaeda, have referenced train derailment in their 
literature but no such attack or plot has occurred. In 
what we would consider to be more likely scenarios, 
attackers would damage tracks, potentially leading to 
significant interruption to business and operations as 
services may have to be halted. 

Parcel bombs and related ‘disruptive’ attacks
Parcel bombs and incendiary devices are assessed 
to be a likely methodology used by terrorist groups 
against the public transport sector. Such devices 
would likely be sent to operations centres of major 
train stations and may only be intended to create 
disruptive consequences, as such devices are often 
low powered. An attack such as this would require 
some sophistication on the part of the attacker 
but would likely require no pre-attack in-person 
reconnaissance, as all reconnaissance can be done 
online to acquire postal addresses.

In such an attack, causalities would likely be minimal. 
There may be some injury to station staff if the device 
explodes prior to detection. Moreover, due to the 
likely low powered nature of the device, property 
damage would be minimal. There could be significant 
interruption to business and operations if such a 
device necessitated an evacuation of the station 
whilst police and bomb squads investigate the 
device. 

Terrorist intent and capability

8 The Pool Re SOLUTIONS Risk Consulting  team used the Professional Head of Intelligence Analysis yardstick as the methodological basis for these assessments. 
The methodology can be accessed here: https://www.app.college.police.uk/wp-content/uploads/2018/06/C948I0518_APP_Table3_Qualitative statement_and_
associated_probability-1.png
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Vehicle borne improvised explosive devices
Vehicle borne improvised explosive devices (VBIEDs) 
are assessed to be an unlikely methodology used by 
attackers against the public transport sector. Such 
attacks would likely target civilians outside of train 
stations or at bus stops. Creating a powerful VBIED 
would require a high level of sophistication on the 
part of the attacker. 

A VBIED attack could result in a great number of 
casualties depending on the power of the device. 
There could also be significant property damage to 
the station and significant interruption to the station 
operations and surrounding businesses, depending 
on the length of the cordons and the police response.
Firearms attacks 
Firearms attacks are assessed to be an unlikely 
methodology used by terrorist attackers against the 
public transport sector in the UK, given the extreme 
difficulty in acquiring firearms in the UK. If an attack 
were to take place, attackers may target commuters 
at stations or on-board trains. 

A firearms attack could result in mass civilian 
causalities before the attacker is stopped. There may 
be some property damage, although it would likely 
be minor and limited to broken windows and bullet 
holes. Interruption to business in the event of an 
attack at a station could be significant depending on 
how far the attacker is able to travel within the area. 

Cyber-attacks
There is a remote chance of terrorist using cyber-
attacks against public transport targets, given the 
limited evidence of terrorist groups holding such 
capabilities, unless facilitated by a hostile state or 
proxy force. Such attacks would require high levels 
of sophistication but would be attractive to a terrorist 
actor because they can be launched remotely. 
While terrorist actors may not be capable of such 
attacks, hostile states likely do have the capability 
and may sponsor terrorist organisations in their cyber 
operations. Moreover, cyber-attacks by hostile state 
actors may be investigated as terrorism. 

A cyber-attack could have wide-ranging 
consequences, depending on the nature of the attack 
and sophistication of the offender. In an extreme 
and remote scenario, a cyber-attack may result in 
train collisions or derailments if an offender is able 
to override safety controls, resulting in widespread 
damage and loss of life. In what we would consider 
to be more likely scenarios, cyber-attacks could 
disrupt the ability for rail networks to operate, leading 
to significant interruption to business.  

Terrorist intent and capability
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Breakdown of terrorist attack methodologies in Advanced Market Countries 
between 1990 and 2019

Source: Global Terrorism Database, START, University of Maryland
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Within Advanced Market 
countries between 1990 and 
2019, the majority of attacks 
against the public transport 
sector have been static 
bombings. Facility/infrastructure 
attacks, including sabotage 
against the infrastructure, 
was the second most 
utilised methodology. Other 
methodologies, including 
armed assaults and hijackings, 
accounted for a small 
percentage of attacks against 
public transport. 
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Potential loss scenarios
To illustrate the effect of a terrorist attack on the sector, we have established three hypothetical scenarios to illustrate the impact three different 
types of attacks may have, including using modelling data by the Pool Re SOLUTIONS Risk Modelling team to illustrate financial losses. 

For more on the modelling capability of Pool Re SOLUTIONS please email solutions@poolre.co.uk

Terrorist intent and capability

This page is 
interactive
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Risk mitigation measures
Many of the major transport hubs in key urban areas 
work regularly with British Transport Police and other 
security agencies and are therefore better prepared 
to manage the threat of a terrorist attack either 
through deterrence or sophisticated in-situ measures 
that aim to limit the impact. British Transport Police 
were amongst the first to join Project Servator, which 
provides active behavioural detection measures that 
can assist in identifying potential attackers and those 
undertaking hostile reconnaissance. Rolling stock on 
the London Underground and other metro systems 
are designed with blast-resistant measures, intended 
to reduce the physical impact of an explosive attack. 

In combination with physical measures, operators 
would be expected to have detailed contingency 
plans in place for many eventualities including 
responding to a terrorism event. Critical to any plan 
is ensuring all members of staff are aware of their 
role and that redundancy and agility are built into 
any planned response. Staff awareness and regular 
training is vital if prompt action is to be taken in  
order to minimise the effects of an attack, whether 
that is authority to evacuate or invacuate, trauma  
first aid etc.

Public awareness campaigns are also a significant 
risk mitigation measure in combatting the terrorist 
threat on public transport networks. Campaigns such 
as ‘See it, Say it, Sorted’ have been largely effective 
in encouraging the public to report potential threats. 
This particular campaign was designed to avoid 
using words such as ‘suspicious’, ‘unusual’ or  
other words that cause people to make a value-
judgement on others, which encourages more  
people to call hotlines. 

However, as the threat evolves and moves away from 
where sophisticated measures are already in place, 
stations, hubs and transit routes in rural or suburban 
areas may be less secure against terrorism, given 
their lower passenger numbers, or the perceived 
lower threat of being targeted by a terrorist. There 
may be some risk mitigation measures in place, but 
these are likely to be less extensive or sophisticated. 
Responses to any incident would be spearheaded by 
the local police force, which in turns means that the 
response time to an incident may be longer than that 
of a major transport hub. 

Any operator or responsible person involved in 
overseeing stations, depots etc must ensure regular 

reviews are carried out to check the most likely and 
most impactful event scenarios are fully understood, 
particularly as tactics and methodologies of attack 
change. This in turn will guide planning and training. 
The proposed Protect Duty legislation, which is 
currently undergoing public consultation, is likely to 
formalise the requirements needed. The Duty focuses 
on public spaces, recognising the “grey spaces” 
around key sites where the public may gather. Many 
transport hubs are surrounded by open space areas 
where shopping and food stalls are located. Who 
owns or is responsible for the grey space may be not 
be easily understood, but there will be an expectation 
that all those involved should act as a community of 
shared responsibility.

Pool Re SOLUTIONS regularly supports 
organisations to understand the issues of terrorism 
facing them. Our threat analysts are able to identify 
what the likely threat scenarios facing a busines are; 
providing detailed analysis of what could happen 
including, where appropriate, the Probable Maximum 
Losses should an attack occur. Our consultants are 
able to review current procedures and mitigation 
measures and, using the latest in computational fluid 

dynamics, determine the extent of any blast damage 
from a range of device sizes and methodologies. 

By undertaking these sorts of reviews, owners and 
operators are able to be assured that both their 
risk management and risk finance decisions are 
determined from a position of understanding, and 
whether improvements can be made to mitigate the 
threat further. This detailed assessment, supported 
by a clear audit trail of informed decisions, is likely to 
form another tenant of the Protect Duty legislation. 

For further information on this or any of our capabilities can be found on our website or contact us via email at: solutions@poolre.co.uk
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