
In association with

A BIBA BROKERS’ GUIDE TO

2020 – Issue 3

INSURANCE FRAUD 
LANDSCAPE



2

A BIBA BROKERS’ GUIDE TO INSURANCE FRAUD LANDSCAPE IN OCTOBER 2020

BIBA’s supplements are brought to you through a  
partnership of BIBA, Allianz and DAC Beachcroft. 

We hope that you find DAC Beachcroft’s legal expertise,  
Allianz’s industry knowledge and BIBA’s desire to share  
these with you helpful. 

We welcome ideas for future subjects.

BIBA cannot guarantee, and does not accept any responsibility or liability 
for the accuracy or completeness of the content by other authors.

WELCOME

Insurance fraud is a much-discussed topic and 
an ever-evolving crime. As fast as our sector finds 
ways of identifying, combatting and addressing 
the actions of fraudsters, these criminals find 
new ways to target innocent insurance customers 
costing us and them billions of pounds.

In recent years there has been a tough stance 
against fraud, aided by the great work of 
the Insurance Fraud Bureau and the City of 
London Police’s Insurance Fraud Enforcement 
Department. As a result, awareness among 
the public of common frauds is increasing.

This supplement looks at the opportunist 
nature of fraud during the Coronavirus 
pandemic and at trends in both criminal 
activity and fraud prevention.

This guide will be of interest to everyone in our 
sector keen to prevent fraud and to ensure 
honest policyholders get a fair deal.

Mike Hallam, ACII, Chartered 
Insurance Practitioner, Head of Technical 
Services, BIBA
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NO LOCKDOWN ON 
INSURANCE FRAUD

Despite a general UK-wide 
slowdown in activity during the 
Covid-19 lockdown, fraudsters have 
remained active and even exploited 
the pandemic for their own gain. 
Challenging economic circumstances 
have created fresh opportunities for 
criminals looking to commit fraud 
through a variety of methods, some 
of which are examined in this article.

 
ILLEGAL INSURANCE INTERMEDIARIES

While this type of fraud is by no means new, 
the pandemic has served to increase focus. 
This is because criminals, posing as insurance 
agents or brokers, will often lure customers 
with promises of cheaper policies, which are 
particularly attractive in times of financial 
hardship. In May, police arrested a man who had 
specifically targeted members of the NHS, offering 
discounts on bogus car insurance policies.1

In May, police arrested a man 
who had specifically targeted 
members of the NHS by 
offering discounts on bogus 
car insurance policies.

1  City of London Police: Man offers discount to NHS workers on fake car insurance. May 2020.

https://www.cityoflondon.police.uk/news/city-of-london/news/2020/Template/ifed/man-offers-discount-to-nhs-workers-on-fake-car-insurance/
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One CMC’s incorporation was recorded as early 
as 13 March – the day after the UK risk level was 
increased from moderate to high.

While reputable CMCs do exist (and are regulated 
by the Financial Conduct Authority or Solicitors’ 
Regulation Authority), others are less scrupulous 
and use methods such as cold calling, social 
media or Google adverts to target vulnerable 
people, or those who have contracted Covid-19. 
The latter of these methods operates on the basis 
of fraudsters paying search engine companies to 
appear at the top of listings in search results, often 
using a legitimate insurance firm’s branding to 
appear authentic. In other cases, the unsuspecting 
customer in a motor accident can be held liable for 
vehicle repair costs which they believed were being 
handled for free as part of their insurance service.

SUMMARY

Although some fraudsters capitalised on the 
uncertainty caused by the Covid-19 pandemic, this 
does not signal an end to such activity as the UK 
eases itself out of lockdown (at time of writing). 
Indeed, it could even be the ‘calm before the storm’ 
with some fraud trends yet to peak.

It is unlikely that organised fraud will ever 
disappear and insurers and brokers will need to 
remain alive to the latest tricks and manoeuvres 
employed by manipulative criminals. On page 6 
we take a look at some fraud prevention and risk 
management methods.

Following investigation by Allianz and DAC Beachcroft a 
driver was ordered to pay back £29,000 in costs after falsely 
stating that his ex-partner and two children were in the 
vehicle. The judge concluded that the driver was alone at 
the time of the collision and would have been compensated 
in excess of £5,000 had he not lied about the circumstances. 

Illegal insurance intermediaries operate in one 
of two main ways: either genuine policies are 
purchased from legitimate insurance companies 
using falsified information and then doctored 
before being sold onto customers; or criminals 
create fake policy documents using the branding  
of legitimate insurers. Typically, the policyholder will 
be charged a fee by the criminal on top of paying 
the ‘insurance premium’. Often, a victim of this fraud 
will only become aware of the scam when trying 
to make a claim, or when stopped by the police for 
driving without valid insurance.

MOTOR INSURANCE FRAUD

During lockdown, traffic on the UK’s roads was 
reported to have fallen by up to 73%, a figure 
comparable with levels seen in 1955.2 This resulted 
in fewer staged ‘cash for crash’ claims. However, 
with traffic now returning to pre-lockdown levels3, 
it’s possible we’ll begin to see an uptick in staged 
accidents. Further, safety measures such as social 
distancing could be used as an excuse for not 
involving the emergency services or for making 
it harder to identify the number of passengers in 
a vehicle. ‘Phantom passengers’ is one such ploy 
used by fraudsters where a driver exaggerates 
or invents the number of passengers in a vehicle. 
In 2019, following an investigation by Allianz and 
DAC Beachcroft a driver was ordered to pay 
back £29,000 in costs after falsely submitting four 
personal injury claims.4 

CLAIMS FARMING AND FAKE BUSINESSES

Claims farming, the practice of contacting 
prospective claimants and encouraging them  
to make a claim for financial gain, has come to  
the fore during the pandemic. Suspiciously, of  
45 newly incorporated companies between 
February and March containing either ‘Covid’ 
or ‘Corona’ within their name, 11% had names 
which suggested they were operating as claims 
management companies (CMCs).5 

2  Guardian: UK road travel falls to 1955 levels as 
Covid-19 lockdown takes hold. 3 April 2020.

3  Gov.uk: Transport use during the coronavirus (COVID-19) pandemic.  
3 June 2020. Allianz Press Release. MyNewsDesk August 2019.

4  Allianz Press Release. MyNewsDesk. August 2019.
5  Kennedys. COVID-19 claims farming, risk level: high. 6 May 2020.

https://www.theguardian.com/uk-news/2020/apr/03/uk-road-travel-falls-to-1955-levels-as-covid-19-lockdown-takes-hold-coronavirus-traffic
https://www.theguardian.com/uk-news/2020/apr/03/uk-road-travel-falls-to-1955-levels-as-covid-19-lockdown-takes-hold-coronavirus-traffic
https://www.gov.uk/government/statistics/transport-use-during-the-coronavirus-covid-19-pandemic
https://www.mynewsdesk.com/uk/allianz-insurance/pressreleases/fraud-case-struck-out-as-court-dismisses-three-phantom-claims-2905566
https://kennedyslaw.com/thought-leadership/blogs/fraud-blog-fundamentally-honest/covid-19-claims-farming-risk-level-high/
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It is a certainty that a rising proportion of property 
claims submitted now and over the next six months 
will be fraudulent – the data from 2008 and 
2009 tells us so. Therefore, the insurance industry 
cannot afford to relax its procedures in order to 
wave claims through because it fears a negative 
reaction to proper, robust fraud screening and 
handling of those claims. Anticipation of a mega-
surge is no excuse either, but should be viewed as 
an opportunity to really develop a fraud fighting 
culture throughout an entire organisation much 
as happened in motor lines after 2009. Strong 
anti-fraud decisions made now will affect a whole 
organisation over what could be a very long haul as 
Covid-19 and Brexit play out.

The payment of claims without proper scrutiny is 
fraught with danger – fraud is a societal problem 
which impacts the bottom line causing premiums to 
rise and can negatively affect an insurer’s reputation. 
The policy wording test case has shown the FCA and 
the insurance industry working together to progress 
matters for policyholders. Of course, one of the FCA’s 
objectives is to reduce the risk of financial crime and 
insurers can assist their regulator again through the 
adoption of strong anti-fraud processes. 

While the particular combination of issues buffeting 
the UK economy at present may be unprecedented, 
the resultant increase in attempted fraud will not 
be – insurers should look to the lessons of 2009 and 
ensure they are prepared to fight the fraudsters.

The 2008 recession saw a sharp rise in fraudulent 
insurance claims fuelled by economic hardship – 
the Association of British Insurers reported a rise 
in detected fraud claims of 17% for the year 2008 
(with dishonest home insurance claims the most 
common type of fraud) and a further rise of 
nearly 10% for 2009. Insurers worked hard in the 
subsequent years to establish a joined-up approach 
to motor and casualty claims which led to routine 
use of the Claims and Underwriting Exchange 
database, the establishment of Insurance Fraud 
Enforcement Department and the launch of the 
Insurance Fraud Register. 

Great strides were made but that was the easy  
part. Zero tolerance of third-party fraud is not a 
hard-sell, but a similar robustness has not been 
applied to first-party fraud, the majority of which is 
found in household and commercial property lines. 
It could be said that a lack of shared data, a desire 
to treat customers fairly and a fear of negative 
publicity has seen property fraud detection and 
handing fall behind.

However, the uncertainty that surrounds  
the prospect of a second wave of Covid-19  
coupled with the stop-start Brexit negotiations  
is such that the Chancellor, Rishi Sunak, said  
the Government is “grappling with something  
that is unprecedented”.

The insurance industry has not escaped the 
turmoil; an unwelcome development for an 
industry which usually offers a degree of certainty 
and reassurance in an uncertain world. Covid-19 
appears to represent a large protection gap and 
while such gaps may be routine in undeveloped 
insurance economies or in high-risk lines of 
business, this has not previously been the case for 
business interruption policies. The FCA test case 
decision provided some succour for policyholders 
and while insurers can, and probably will, appeal 
there may be a growing sense that insurers do not 
want to be seen to deny cover to clients who are 
suffering as the furlough scheme starts to wind 
down and job losses and business failures grow.

This is a difficult situation but, make no mistake, 
insurers find themselves at a crossroads and  
the decisions they take now before a second  
wave and a possible mega surge prompted 
by the FCA decision, or a mass failure of 
SMEs, will affect their businesses for several 
years to come. While the eventual extent of 
the financial fallout remains unknown, the 
situation is not entirely “unprecedented”. 

AUTHOR:  
MARK GALLAGHER, HEAD OF 

PROPERTY FRAUD, DAC BEACHCROFT

THE FUTURE IS NOW
IN PROPERTY FRAUD
It was inevitable: the 
announcement that two 
consecutive quarters of 
decline had pushed the 
UK economy officially into 
recession for the first time 
since 2009.

A rising proportion of property 
claims submitted now and over 
the next six months will be 
fraudulent — the data from 2008 
and 2009 tells us so.
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FIGHTING INSURANCE 
FRAUD AUTHOR:  

KEITH GREGORY,  
FRAUD SPECIALIST, ALLIANZ

Certain triggers may be enough to raise 
suspicions of fraudulent activity for insurance 
companies. These could include inconsistent 
reports of an event, a history of similar incidents, 
or the absence of a contemporaneous report 
of accident or injury. Of course, these may be 
innocent in nature but it’s the job of the claims 
validation team (CVT) and/or fraud investigation 
team to investigate all information thoroughly. 
Intelligence, data mining and claims analysis all 
help to identify trends and links between claims 
and highlight anything which looks amiss.

Machine learning and Artificial Intelligence (AI) 
are increasingly being used to speed up manual, 
complex analysis of claims. Until recently, their use 
was more widespread in personal lines but we’re 
now seeing application in commercial lines. AI 
and machine learning make use of algorithms to 
cross-reference huge amounts of data points at 
speed, identifying anomalous patterns and trends. 
It’s hoped that digital detection will result in lower 
costs to insurers which in turn could be passed 
on to customers in the form of lower premiums. 

Over time anti-fraud infrastructure has 
developed significantly with the setting up 
of various counter fraud initiatives. One such 
example is the Insurance Fraud Bureau (IFB), 
established in 2006 as an industry response to 
organised fraud. Today, over 98% of the general 
insurance market holds IFB membership. 

Further, many insurers work closely with law 
enforcement, including the Insurance Fraud 
Enforcement Department (IFED) – a specialist 
police unit dedicated to tackling fraud which is 
funded by the ABI and Lloyds of London members.

Data sharing is key in fighting fraud with many 
insurers collaborating to share information. 
In 2019, the IFB launched the counter fraud 
intelligence sharing platform ‘IFiHub’, which 
11 market-leading insurers signed up to, 
including Allianz. By providing a holistic view 
of suspicious individuals or companies, IFiHub 
enables trend analysis across all types of 
insurance fraud at a national and local level.

It’s hoped the Whiplash Reforms, now scheduled 
for implementation in April 2021, will assist in 
reducing the volume of fraudulent whiplash 
claims, through raising the small claims limit on 
road traffic accident injury compensation and 
introducing a fixed tariff of damages that a court 
can award for pain and loss of amenity. However, 
there are concerns that insurers could see a surge 
in motor claims in the run up to the reforms. 

Fraudsters are innovative and adaptable, but the 
insurance industry can be confident it has the tools 
and techniques necessary in order to stay a step 
ahead of the criminals in the fight against fraud.

The scale of the fraud problem facing the insurance 
industry is clear in the most recent annual figures from the 
Association of British Insurers (ABI). These revealed that 
107,000 fraudulent insurance claims were discovered in 
2019, costing £1.2bn.1 Whilst these are sobering statistics, 
the positive news is the high rate of detection, increasingly 
driven by insurers’ own tools and technologies. 

1  Association of British Insurers. Detected Insurance Fraud –  
new data shows that every five minutes a fraudulent claim is 
discovered. 07.09.2020
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COST CONSEQUENCES: 
A CASE STUDY

The claim was concluded with the Litigation  
Friend paying £8,000 to Allianz against the  
cost order made to avoid the commencement  
of enforcement proceedings. 

In AX and BX (by their Litigation Friend CX) v ZZ, 
the Claimants (two children) were alleged to have 
been passengers in a vehicle with their mother 
and father, the latter being the driver, when it was 
involved in a collision with a vehicle being driven by 
ZZ who was alleged to have been negligent. It was 
admitted that if there had been a collision then ZZ 
was liable, but the primary line of the defence was 
that no collision had occurred.

The Defendant, represented at trial by James Hogg 
instructed by DAC Beachcroft, gave evidence on his 
own behalf and also called evidence from the Police 
Officer. It was a significant issue that the Litigation 
Friend, when reporting the collision to the police on 
the day of the accident and during its investigation 
some days later, had confirmed that no one 
was injured as a result of the alleged collision. 

Various aspects of the evidence given by the 
Litigation Friend failed to impress the judge who 
accepted the police officer’s evidence that CX 
had informed him that there had been no injuries, 
contrary to what she had subsequently averred 
in her witness statement and oral evidence. 
Other matters that concerned the judge were the 
delay in attending the doctors with the children, the 
inconsistency in the reasons given for the delay and 
the asserted injuries, the lack of objective findings 
on examination and the lack of any reference to the 
doctor of any psychological issues for the children. 
The judge’s view was that the late attendance at 
the doctors was suggestive of having been told to 
go to the GP by whoever was driving the claim. 

The claim demonstrated both that each case turns 
on the facts and His Honour Judge Gargan would 
not shy away from making findings of dishonesty  
in claims featuring minors.

The recovery of costs highlighted how failed 
claimants can be penalised by the payment of  
costs to the successful defendant.

DAC Beachcroft acted for the defendant and his insurer, Allianz Insurance 
Plc, and secured a rare finding of fundamental dishonesty with an order 
that costs be paid directly by the Litigation Friend of two claimants. 

AUTHOR:  
ANDREW THOMSON,  

ASSOCIATE, DAC BEACHCROFT
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SPOOFING UNWITTING 
INSURANCE CUSTOMERS

Spoofing happens when a fraudster sets up an 
online website, copying the name and branding 
of an insurance business or stating that they 
are affiliated with an insurer. The fraudster then 
manipulates the online search algorithms to be 
placed higher than the genuine insurer in the 
search engine's results list. 

It is difficult for customers to spot these fake 
websites and where possible they should try to 
avoid relying on search engines. Customers should 
save their insurer's claim number from the policy 
documents to their contact list. If a customer is 
relying on search engines they should look carefully 
at the website – does it look professional? Avoid 
websites with lots of spelling and grammatical 
errors. Customers can also preview the true URL 
(Uniform Resource Locator) for a web link by 
hovering the cursor over the link. Avoid suspicious 
addresses, particularly those with a random string 
of numbers or letters.

When an insured is involved in an accident and  
uses a search engine to find their insurer’s details 
they come across the details of a spoofing business 
and make contact.

The issues then start! The fake business puts the 
insured into a replacement vehicle which they say is 
a courtesy vehicle but is in fact a credit hire vehicle. 
The insured is not told the terms and conditions 
and often an electronic signature is obtained and 
applied to various agreements, often without the 
insured’s knowledge. 

If the insured was the non-fault party, a credit 
hire claim will be presented to the at-fault insurer. 
The insured will not fully appreciate the spoofing 
issues until they are in the witness box being cross-
examined as to what they signed and whether they 
believed they were in a courtesy or hire vehicle.

The inventiveness of 
fraudulent claims activity 
never ceases and one of the 
latest threats comes from 
online impersonation of 
insurers. The recent case of 
McNally v Aviva has bought 
this issue to the attention 
of the judiciary and led to 
the dismissal of a credit hire 
claim as unenforceable.

If the insured was the fault party and they fall 
victim to the spoofing, they can often be left high 
and dry. We have seen examples of the at-fault 
driver handing their vehicle to the spoofing 
business for storage; the vehicle is then held to 
ransom until credit hire and storage charges 
are paid. The insurer is not obliged to assist as 
there is no claim against them under the policy, 
although the insured could make a complaint 
to the insurer at which point the spoofing issue 
becomes evident. We have seen some examples 
where the insured has resorted to contacting 
the police only to be told it is a civil matter, 
leaving the insured to fight their own corner.

Spoofing presents issues to the insurer. Obviously, 
there is potential reputational harm with their 
customers and infringement of the insurer’s 
intellectual property by the spoofing business. The 
insurer also faces a loss of revenue as it is prevented 
from offering services to the insured.

The response is going to be multi-faceted ranging 
from claims handling, protecting customers, 
insurers’ marketing teams being aware of whether 
they are being outranked in search engine results, 
as well as brand protection. The rise of this new 
threat is a complex and evolving one which is sure 
to keep insurers occupied for some time to come.

An insured uses a search engine 
to find their insurer’s details. 
Instead, they come across the 
details of spoofing business and 
make contact.

AUTHOR:  
ANTHONY CARRINGTON, HEAD OF 

ORGANISED FRAUD, DAC BEACHCROFT
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FUTURE FRAUD TRENDS

The nature of insurance fraud is 
constantly evolving as criminals 
devise new and insidious ways 
to deceive insurance companies 
and the general public for illegal 
financial gain. Some behaviours 
have remained fairly constant  
over the years, but the industry is 
now undertaking horizon scanning 
to predict the fraud trends of  
the future, particularly in light  
of developments in technology  
and the recent Covid-19 pandemic.

SOME THINGS DON’T CHANGE…

In 2019, the Association of British Insurers (ABI) 
reported that motor insurance fraud remained the 
most frequent and expensive of all scams.1 Staged 
‘cash for crash’ claims are not new and whilst 
lockdown saw a temporary reduction in traffic, 
it seems levels are now almost back to normal,2 
suggesting that motor and PI claims could increase. 
Predictions are that global passenger vehicle 
sales will peak in 2034, and thereafter decline,3 
attributed to a number of diverse factors from the 
rise in ride sharing apps, environmental concerns, 

and the relatively high cost of vehicle ownership. 
However, this does not presuppose a fall in motor 
fraud. New financial pressures resulting from 
Covid-19 could provoke a rise in contrived claims for 
leased vehicles whose owners are looking to claim 
on their GAP insurance and wipe out any remaining 
debt. Similarly, individuals may be targeted by 
‘claims farmers’; middlemen who induce people into 
pursuing spurious compensation claims which are 
then sold onto a lawyer. 

REMOTE WORKING AND  
EMPLOYER’S LIABILITY 

Claims farming is not limited to motor insurance. 
With 90% of us expressing a desire to work from 
home at least once a week in a post-Covid world,4 
claims farming firms may seize the opportunity to 
encourage exaggerated or fraudulent EL claims. 
Already, some firms are advertising services for 
third party EL claims where cases of Covid-19 could 
be linked to a company’s failure to supply personal 
protective equipment.5 There may also be claims 
related to repetitive strain injuries or bad backs as 
a result of employees maintaining their employer 
has not provided suitable equipment to aid remote 
working. Insurers and brokers will want to keep a 
close eye on this area for any indication of a spike  
in suspicious claims.

1  ABI. Detected Insurance Frauds in 2018. 28.09.2019
2  Fleet News. Traffic levels returning to pre-coronavirus levels. July 2020. 
3  Global Data. Thematic Research: Electric Vehicles. 2 August 2018. p6
4  Eskenzi Survey. May 2020
5  Kennedys. Covid-19 claims farming, risk level: high. 2020

https://www.abi.org.uk/news/news-articles/2019/08/detected-insurance-frauds-in-2018/
https://www.fleetnews.co.uk/news/car-industry-news/2020/07/10/traffic-levels-returning-to-pre-coronavirus-levels
https://www.eskenzipr.com/2020/05/12/eskenzi-survey-finds-9-out-of-10-respondents-would-prefer-working-from-home-at-least-once-a-week/
https://kennedyslaw.com/thought-leadership/blogs/fraud-blog-fundamentally-honest/covid-19-claims-farming-risk-level-high/
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ACCOUNT TAKE-OVER (ATO)

With our lives increasingly moving online, especially 
in the wake of Covid-19, our personal data is at 
an all-time high risk of being misappropriated for 
nefarious purposes. ATO is one such example; this 
involves criminals gaining unauthorised access to a 
user’s account with the intention of dishonestly using 
their data. In the insurance industry, this can take the 
form of using policy information to modify coverage 
or to re-route a claims payment to themselves. 

In a similar vein is application fraud, where 
fraudsters create fake accounts using someone 
else’s information. Once the fake account is active, 
the fraud actor typically opens an insurance policy 
for fictitious beneficiaries or falsifies application 
information to reduce the premium. During the 
pandemic, some fraudsters labelled themselves as 
NHS staff or key workers in order to benefit from 
concessions offered by insurers. 

ILLEGAL INSURANCE INTERMEDIARIES

As with ‘crash for cash’ claims, illegal insurance 
intermediaries are a familiar fraud. However, the 
pandemic has seen a rise in this type of activity, 
driven in part by fraud actors exploiting changes in 
individuals’ financial circumstances. These illegal 
intermediaries are sensible to the sophisticated 
detection methods employed by fraud teams and 
claims investigators and so continue to adapt their 
techniques in perpetrating this crime. One tactic is 
to change not only an identity but also the device 
used, device profile, MAC address and operating 
system, for example. It’s likely that this type of fraud 
will persist and continue to evolve.

THE ROLE OF TECHNOLOGY

Fraud investigation used to be a manual, time-
consuming process but is increasingly being 
assisted by technology. Fraud analytics, powered  
by machine learning can use multiple techniques 
such as text mining, and anomaly detection to 
unearth likely fraudulent behaviours. Artificial 
intelligence (AI) tools are especially useful as they 
can adapt to new circumstances and evolving 
fraud techniques, helping to stay one step ahead 
of the criminals. However, the driving force behind 
machine learning and AI is data, which needs to be 
both plentiful and accurate. 

Technology is also aiding industry collaboration.  
In 2019, the Insurance Fraud Intelligence Hub 
(IFiHub) was launched, which allows members to 
view real-time data in a GDPR-compliant database 
and compare with their own intelligence to unearth 
the criminals. 

In motor and fleet lines, it’s hoped that 
advancements in vehicle (such as telematics  
data or dashcam footage) will provide more 
information for supporting honest motor claims  
and identifying fraud.

SUMMARY

Brokers play a key role in the fight against fraud 
as they are often the first point of contact in the 
claims notification process. Insurers and brokers 
will need to continue to work together, utilising all 
the knowledge, data and tools at their disposal 
to outmanoeuvre fraudsters whilst continuing to 
provide a fair claims service for honest customers.

Insurers and brokers will need to continue to work together, 
utilising all the knowledge, data and tools at their 
disposal to outmanoeuvre fraudsters whilst continuing 
to provide a fair claims service for honest customers.
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